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Model Checking

. is an effective automatable technique:

> to expose potential software design errors;

» that, given a finite-state model of a system and a formal property,
systematically checks whether this property holds for that model.

Strengths:

» widely applied in industry
for: embedded systems, software engineering, hardware design,
explainable Al

> supports partial verification (of system parts)
> provides diagnostic information for debugging

> has sound mathematical underpinning (logic and process theory)
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Hard- /Software Verification (traditionally)

system
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\) Verification

module organization

Chug(s) found >

no bugs found
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Error introduction, detection, and repair costs

Analysis Conce.:ptual Programming Unit Testing System Testing | Operation
Design
50% - v 125
Lt 7
7 detected : /
introduced o . /
n errors (in %) " / cost of
40% - errors (in %) . / correction |~ 10
./ pererror
“/ (in 1,000 US $)
i L8
30% | B A 175
’
/
; /
20% + / 5
‘ ; K
10% - o +25
09 il - doooooo- —~——‘r>" } I 0

Time (non-linear)

Clemens Grabmayer and Emilio Tuosto Introduction to Model Checking (Core Module Preview)



motivation mc-schema example counterex-trace logical properties topics book module organization

Model checking

requirements system
Formalizin% Modeling
property

spec ﬁ@ system model

Model Checking

Clemens Grabmayer and Emilio Tuosto Introduction to Model Checking (Core Module Preview)

location
error

violated +
counterezample

Simulation



motivation mc-schema example counterex-trace logical properties topics book module organization

Exam pIe (program concurrency/non-determinism)

Programs Inc, Dec, and Reset cooperate, and use a shared variable x:

proc Inc proc Dec proc Reset
while true while true while true
do do do
if x <200 if x>0 if x =200
then x .= x + 1 then x :=x -1 then x .= 0
fi fi fi
od od od
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Exam pIe (program concurrency/non-determinism)

Programs Inc, Dec, and Reset cooperate, and use a shared variable x:

proc Inc proc Dec proc Reset
while true while true while true
do do do
if x <200 if x>0 if x =200
then x .= x + 1 then x :=x -1 then x .= 0
fi fi fi
od od od

Question: Is 0 < x <200 always guaranteed?
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Modeling (by labeled transition systems)

proc Inc proc Dec proc Reset
while true while true while true
do do do
if x < 200 if x>0 if x = 200
then x :=x + 1 then x :=x -1 then x :=0
fi fi fi
od od od
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Modeling (by labeled transition systems)

proc Inc proc Dec proc Reset
while true while true while true
do do do
1. if x <200 1. ifx>0 1. if x =200
2: then x :=x + 1 2: then x :=x -1 2: then x :=0
fi fi fi
od od od
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Modeling (by labeled transition systems)

proc Inc proc Dec proc Reset
while true while true while true
do do do
1. if x <200 1. ifx>0 1. if x =200
2: then x :=x + 1 2: then x :=x -1 2: then x :=0
fi fi fi
od od od
(x < 200)7X (x>0)?X (x =200)?X

Qecp

xi=x+1 [(x<200)?2v (x>0)2v

Reset >

(x =200)?v

Labeled transition systems (LTSs)
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Formalizing properties (in temporal logic)

(x < 200)?X (x>0)?X (x = 200)?X
Reset; D

(x=200)?v

xi=x+1|(x<200)?2v xi=x—1 |(x>0)7V

?
Incy || Decy || Reset; = O(0 <z A 2<200) (Linear-TL formula)
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V
[(x =199; Incy || Decy || Resetl)]

module organization
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V
[(x =199; Inc, || Decy || Resetl)]

module organization
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V
[(x =199; Inc, || Decy || Resetl)]

lx::x+1

[(m =200; Incy || Decy || Resetl)]
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V
[(x =199; Inc, || Decy || Resetl)]

lx::x+1

[(x =200; Incy || Decy || Resetl)]
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]

lesorv
[(x =200; Incy || Decs || Resetl)]

Clemens Grabmayer and Emilio Tuosto Introduction to Model Checking (Core Module Preview)



motivation mc-schema example counterex-trace logical properties topics book module organization

Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]

lesorv
[(x =200; Incy || Decs || Reset,)]
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]
lesorv

[(x =200; Incy || Decs || Reset,)]
l(x =200)?V

[(x =200; Incy || Decs || Reset-_;)]
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]
lesorv

[(x =200; Incy || Decs || Reset,)]
l(x =200)?V

[(x =200; Incy || Decs || Reset-_;)]

Clemens Grabmayer and Emilio Tuosto Introduction to Model Checking (Core Module Preview)



motivation mc-schema example counterex-trace logical properties topics book module organization

Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]
lesorv

[(x =200; Incy || Decs || Reset,)]
l(x =200)?V

[(x =200; Incy || Decs || Reset-_;)]

Lo

[(x =0; Incy || Decs || Reset1>]
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]
lesorv

[(x =200; Incy || Decs || Reset,)]
l(x =200)?V

[(x =200; Incy || Decs || Reset-_;)]

Lo

[(x =0; Incy || Decs || Reset1>]
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Counterexample (offending execution trace)

({z=199; Inc || Decy || Reset; )|
l(x <200)?V

[(x =199; Inc, || Decy || Resetl)]
lx =x+1

[(x =200; Incy || Decy || Resetl)]
lesorv

[(x =200; Incy || Decs || Reset,)]
l(x =200)?V

[(x =200; Incy || Decs || Reset-_;)]

Lo

[(x =0; Incy || Decs || Reset1>]

\Lx::xfl

[(1 =-1; Incy || Decy || Resetl)]

0ok

module organization
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Formalizing properties (in temporal logic)

(x < 200)?X (x>0)?X (x = 200)?X
Decp Reset; D

xi=x—-1 |(x>0)?V (x=200)?v

xi=x+1|(x<200)?2v

Incy || Decy || Reset; # O(0<z A x<200)  (Linear-TL formula)
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Formalizing properties (in temporal logic)

(x < 200)?X (x>0)?X (x = 200)?X
Decp Reset; D

xi=x—-1 |(x>0)?V (x=200)?v

xi=x+1|(x<200)?2v

Incy || Decy || Reset; # O(0<z A x<200)  (Linear-TL formula)
Incy || Decy || Reset; = (a2 <0) (LTL formula)
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Formalizing properties (in temporal logic)

(x < 200)?X (x>0)?X (x = 200)?X
Decp Reset; D

xi=x—-1 |(x>0)?V (x=200)?v

xi=x+1|(x<200)?2v

Inc || Dec; || Resety O <z A x<200) (Linear-TL formula)
O(x<0) (LTL formula)

vO(O <z A £<200) (Computation-Tree-L formula)
3OO <x A £<200) (CTL formula)

VOIS (2 < 0) (CTL formula)

Incy || Dec; || Resety
Inc || Dec; || Resety

Incy || Decy || Reset;

LA | I SN | N 1 N

Inc || Dec; || Resety
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Model checking

Formalizin% Modeling

property

Model Checking
location
error

Any [such] verification is only as good as the model of the system.

violated +
counterezample

Simulation
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Topics of the module

modeling systems by labeled transition systems (LTSs)

v

fairness

v

Linear Temporal Logic (LTL)

» model checking formulas

v

» express properties by Biichi automata
» model check LTSs and properties via product automata

Computation Tree Logic (CTL)

v

v

partial model checking
» partially known systems (state properties/states/transitions)

» analysing system behavior with the mCRL2 model-checker toolbox
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Book

Principles of Model Checking

Christel Baier and Joost-Pieter Katoen

» pdf available:
https://is.ifmo.ru/books/ _principles_of model_checking.pdf
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Organization

Lectures (Clemens 5/Emilio 2)
> presentations on blackboard
> notes after the lecture (notes 2024/25 available)
» February (first/second week)
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Organization

Lectures (Clemens 5/Emilio 2)
> presentations on blackboard
> notes after the lecture (notes 2024/25 available)
» February (first/second week)

Exam

» options:

module organization

» small verification project (of an algorithm, e.g. in mCRL2)

> presentation about a paper
> written exam?
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Organization

Lectures (Clemens 5/Emilio 2)
> presentations on blackboard
> notes after the lecture (notes 2024/25 available)
» February (first/second week)

Exam

» options:

module organization

» small verification project (of an algorithm, e.g. in mCRL2)

> presentation about a paper
> written exam?

Thank you — we are looking forward to the course!
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